
Scanning the Network with Nmap 

 

Zenmap Network Topology: 

 

The network is using a logical star topology. The hosts connect back to a single point/router and are 
logically arranged in a star shape. 

Summary of Vulnerabilities and Implications 

CVE-2017-0174(Windows NetBIOS of Service Vulnerability): The host computer 10.168.27.10 using 
Windows Server 2012 R2 allows a dos vulnerability because of improper handling of NetBIOS packets. 
Allowing the continued use of this version of windows server opens the network to a potential DOS 
attack where a hacker could leave this machine in a permanent DOS state. MITRE (2017).  



CVE-2023-48795(Terrapin Attack): OpenSSH 9.6 and below is vulnerable. Two hosts are using versions of 
ssh that are vulnerable to this exploit (OpenSSH 5.5). This vulnerability allows attackers to bypass certain 
security checks by not sending certain packets involved in the handshake process. A client-server 
connection may end up with security features that are either downgraded or disabled. MITRE (2023). 

CVE-2016-3213(WPAD Elevation of Privilege Vulnerability): Host 10.168.27.15 is using a version of 
windows 8 that is vulnerable to this type of attack. In this version of windows, the web proxy auto 
discovery protocol (WPAD) is vulnerable due to a failback mechanism that allows attackers to abuse 
NetBIOS name responses to bypass security and elevate their privileges. MITRE (2016). 

Wireshark Anomalies 

MySQL ERROR 1130 (PCAP1): A computer is trying to access a MySQL server that it cannot or should not 
connect to indicated by the error code 1130. (Packets 14700 - 219186) 

 

Plain Text HTTP Requests (PCAP1): Some http traffic in pcap1 is unencrypted. This could lead to 
someone snooping and being able to see passwords and other sensitive information. (Packets 21928-
21923) 



 

DDOS/ Multiple Same HTTP Requests (PCAP2): Pcap2 shows evidence of DOS/DDOS by http request.  

 

Shown here we have GET requests followed by an OK Response. This suggests to me that someone is 
continually sending a GET request to slow down the receiving webserver. (Packet 1500-2000)  

Brute force Logon Attempts (PCAP3): Someone is attempting to brute force login to the server as 
evidence I have screen captures of multiple login attempts with different password values. This html was 
taken from the http response sent from the web server. This behavior spans from the start of the PCAP 
at packet 1 and continues until packet 12000+  



 

Here the pwd value has been changed to "access granted". 

 

Plaintext HTTP PCAP3: The http requests in pcap3 are unencrypted. This leaves passwords and 
usernames open to sniffing/packet capture. Above you can see that the traffic is unencrypted. 

RST/ACK DOS PCAP4: RST/ACK packets are being sent at an alarming rate. Sending these in succession 
will cause the server to slow due to the RST packets resetting the handshake process before it is 
completed causing unnecessary system usage. 

 

 

 



Implications of Wireshark Anomalies 

 

(PCAP1 Implications): The host in question will not be able to communicate with the MySQL server. 
Traffic between the server may be intercepted and read due to the lack of encryption. 

(PCAP2 Implications): If no action is taken to remediate the DOS attack the server will slow down and 
system usage and requirements will be used up / exhausted. 

(PCAP3 Implications): Here action needs to be taken to stop the brute force login attempts. If no action 
is taken user accounts, usernames, and passwords may end up compromised. HTTP traffic needs to be 
encrypted to stop sensitive data being intercepted by attackers. 

(PCAP4 Implications): If no action is taken to stop the dos attack system resources will end up 
diminished then exhausted. 

 

 

Recommended Actions Taken 

CVE-2017-0174(Windows NetBIOS of Service Vulnerability) 

One solution to this vulnerability is to block TCP port 139 on the firewall. Doing so will help block 
attempted exploiters from attacking hosts that are behind the firewall. However, this may impact other 
services that use TCP port 139 so using an updated version of windows server may be advisable. 
Microsoft (2017). 

CVE-2023-48795(Terrapin Attack):  

Suggested action to remedy this vulnerability would be to update the version of OpenSSH to one that 
supports strict key-exchange. Strict key-exchange ensures that an attacker cannot inject packets into the 
handshake process by changing the SSH handshake in a way that is not backwards compatible. Bäumer, 
F., Brinkmann, M., & Schwenk, J. (2023).  

CVE-2016-3213(WPAD Elevation of Privilege Vulnerability): 

Microsoft's solution to this vulnerability was released as a patch to the WPAD protocol. Patching this 
protocol to an updated version should mitigate the risk of attack. Microsoft (2023). 

MySQL ERROR 1130 (PCAP1): 

The admin must connect to the MySQL server and allow access privileges to the Host in question. Kumar 
(2023). 

HTTP GET DOS (PCAP2):  

Adding a challenge or security question can help stop unsophisticated DOS attempts. Another solution 
would be to block the offending IP address via a firewall. Cloudflare (n.d.).  

Brute force Login Attempts (PCAP3): 



Locking out accounts after a certain number of failed attempts should help stop this issue. This helps by 
stopping the login process entirely after a certain number of attempts has been reached. Esheridan 
(n.d.).  

Lack of Encryption / Plaintext HTTP (PCAP1, PCAP3): The lack of encryption can be fixed by installing an 
SSL certificate on the webserver. This will encrypt the traffic so that plain text will not be displayed if 
someone is intercepting the traffic. Cloudflare (n.d.).  

RST/ACK DOS (PCAP4): 

This type of attack is commonly mitigated by assigning a cookie to the RST packets on the network so 
that the receiving host can differentiate between valid and non-valid RST packets. Beschokov (2021). 
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